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Abstract 
In Industries, it’s always look forward to reducing their operational cost and their 

Critical infra structures. Therefore, companies search for solutions to reduce their 

cost and ensure the system efficiency. One of that solutions is the use of a Cloud 

computing system which offers the advantage of integrating CPSs such as SCADA 

systems. This paper proposed a cost effective, simple, reliable and secured Cloud 

SCADA system. The proposed Cloud SCADA System based on secured nodes was 

implemented, which connects each other through VPN channel “encrypted’’ to 

ensure the isolation of our system form external attacks. The remote terminal unit 

(RTU) also connected to master terminal unit (MTU) through unit encrypted VPN 

channel, so in our system, when the end user need to connect to MTU the firewall 

of our system protect on MTU from un-recognized end point users. Comparing the 

cost of our system with pervious work, it’s lower than Arduino + WI-FI method by 

five times and 13 times lower than Raspberry-PI method. Also comparing with 

other server options the proposed server is easy for using, available for adding new 

components and also has high security. 

Keywords Cloud computing system, SCADA systems, IOT systems. 

1 Introduction 
SCADA (Supervisory Control and Data Acquisition) is defined as the business 

automation control system central to many modern industries, including, oil, 

energy, gas, power, transportation and water. Both public-sector providers and 

private enterprises use SCADA systems, and they can work well in various types of
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Companies because they have the ability to extend from simple configurations to 

huge, complicated projects. SCADA systems organize manifold software and 

hardware components, which allow industrial institutions to gather, monitor, and 

process data, and also, cooperate with control technologies that are connected over 

Human Machine Interface (HMI) software and record events into a log file. 

Information of SCADA systems is collected from sensors or other manual inputs, 

and then sent to programmable logic controllers (PLCs) or remote terminal units 

(RTUs), from which this information is sent to the computers with SCADA 

software. Current SCADA systems have Ethernet connectivity to enable connecting 

with the functionalities of networking. Standard protocols include IEC 60870-5-

101/104, IEC 61850 and DNP3. These protocols are standardized to operate over 

the TCP/IP model. Mod bus TCP Protocol is commonly supported in devices with 

Ethernet Connectivity. The main function of SCADA software is to analyze and 

display the data to help operators and other employees to decrease waste and 

improve efficiency in the manufacturing procedure. 

Reducing operational cost and Critical infra-structures are important factors in 

industries. Therefore, companies search for solutions to reduce their cost for getting 

efficiency system. Using of a Cloud computing system is one of that solutions 

which offers the advantage of integrating CPSs such as SCADA systems. This 

solution leads to the concept of Smart Industrial Systems, SIS. The advent of the 

cloud combination has provided many benefits to the information technology, IT, 

industry that includes embedded security, cost reductions and an increase in 

redundancy and flexibility. CPSs can be described as smart systems including both 

physical and computational components that are basically integrated and interact 

closely to sense and monitor changing states in the real world. CPS applications 

such as smart transportation, smart medical technologies, smart electric grids and so 

on.  

At a supervisory control system, the major task of SCADA systems is to monitor a 

system's processes and apply the appropriate controls accordingly. SCADA systems 

are basically CPSs used in industries which included in a wide number of 

application areas [1-4].This solution present in the industry is Web SCADA, which 

provides multiple benefits that include anywhere/anytime accessibility to the system 

through a secure web browser connection. 

When the future Internet is considered, new technologies replace old technologies, 

hence, we can say that the integration of industrial business systems and the cloud 

concept has made the integrated SCADA systems more vulnerable compared with 

classical SCADA systems. In general, SCADA systems architecture contains a 

Human Machine Interface (HMI), hardware, software, Remote Terminal Units 

(RTUs), a supervisory station, sensors and actuators [5]. However, when these 

systems were exposed to the cloud computing and complex network environments, 

they became more vulnerable to cyber threats and attacks. The following section 

describes the journey of SCADA systems from first generation to the IoT-based 

SCADA systems being used up-to now [6]. 
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2 Generation of SCADA 

2-1 First generation of SCADA systems  

 Mainframe is the main brain responsible for computing. 

 These systems weren't inter linked architect us. These systems used mono 

politics software's with high cost and limited features. 

 These systems were closed to wan protocol for communication with RTU's. 

 Today's WAN protocol not dosed for communicating (limited). 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1 First generation monolithic SCADA systems 

2-2 Second generation of SCADA systems  

 These systems used (LAN's) technology for inter connecting. 

 These systems architecture become thy and less expensive than first generation 

 These distributed systems increased performance and reliable and also 

redundancy, became available. 

 Protocols used for (LAN's) mostly become monopolistic (limited) 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.2 Second generation distributed SCADA systems 
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2-3 Third generation of SCADA systems  

 In these systems the door become open for open source software instead of 

monopolistic software with restrictions. 

 Protocols over internet protocol (IP) become available for communication. 

 We can also make our custom protocol over (IP) to increase our systems 

performance and security. 

 

 

 

 

 

 

 

 

 

 
Fig. 3 Third generation networked SCADA 

2-4 Fourth generation of SCADA systems (IOT)  

 These systems nowadays became the best solution for large scale and wide 

business as it is easy to maintain and integrate.  

 Increased data access ability, security, cost, efficiency, flexibility, availability, 

and scalability.   

 

 

 

 

 

 

 

 

 

 

Fig. 4 Fourth generation IOT cloud-based SCADA system 
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3 Recommendations for Securing Cloud Based SCADA Systems 

SCADA systems in cloud environment are not like regular IT systems; it can’t be 

assumed that by simply using some strong password policies, antivirus protection, 

firewalls, or frequent patching will solve the security problems. Some basic 

principles can be considered for protecting Industrial cloud based SCADA systems. 

These principles have the objective of protecting vulnerable infrastructure by 

surrounding these systems with a combination of security tools [12-18]. Along with 

speed, Security is one of the key requirements for business success. Virtual private 

network (VPN) technologies provide a means of secure and private transmission of 

data over unsecure and shared network infrastructure. With the permanent need to 

raise the business efficiencies in conjunction with greatly reduced IT operational 

expenditures, organizational leaders look into enabling more mobile working 

patterns for their workforce and thus increasing the scope of efficiency and flexible 

communication channels. They must continue to maximize the economies of scope 

in their existing data infrastructure investments [19]. This paper aims to analyze 

how VPN enable enterprise workforces to share data seamlessly and securely over 

common yet separately maintained network infrastructures, such as through an 

Internet service provider (ISP) between enterprise networks or with corporate 

extranet partners. A Virtual Private Network is Virtual, meaning that the overall 

bandwidth and capacity of the physical infrastructure is transparent to the VPN 

connection and it can be owned by the Public Internet Service Provider. The virtual 

nature is achieved through the tunneling techniques operated on the upper layers. 

Computer networks in general and VPN networks in particular use encryption 

protocols to secure their exchange of data and information. Depending on the type 

of dedication, function, its size, services it provides, it can choose from a wide 

range of standards. 

An Intrusion Prevention System (IPS) is a network security/threat prevention 

technology that audits network traffic flows to detect and prevent vulnerability 

exploits. There are two types of prevention system they are Network (NIPS) and 

Host (HIPS). These systems watch the network traffic and automatically take 

actions to protect networks and systems [20, 21]. IPS issue is false positives and 

negatives. False positive is defined to be an event which produces an alarm in IDS 

where there is no attack. False negative is defined to be an event which does not 

produces an alarm when there is an attacks takes place. Inline operation can create 

bottlenecks such as single point of failure, signature updates and encrypted traffic. 

The actions occurring in a system or network is measured by IDS. 

 

3 Proposed System 
The proposed system as show in Fig. 5, our SCADA System based on secured 

nodes was implemented, which connects each other through VPN channel 

“encrypted’’ to ensure the isolation of our system form external attacks. The remote 

terminal unit (RTU) also connected to master terminal unit (MTU) through unit 

encrypted VPN channel, so in our diagram when the end user need to connect to 

MTU master terminal unit the firewall of our system protect on MTU from un-
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recognized end point users, so it verifies the user name and its privileges to our 

system, then if it is ok the user can connect to the MTU smoothly. If the privileged 

user is infected or trying to send more requests more than normal the system, 

consider it as an attack and block source user IP. Otherwise when the user is 

connected to the MTU and wants to reach one of our system RTU, The system 

MTU itself can do it and redirect the request to the requested RTU, so we reached to 

our RTUs securely. On the other hands we protect our system form reverse 

connection coming from our RTUs as the flow of our connection. Coming from 

firewall and MTU reaching to the RTUs besides our firewall have form rules to 

secure our system form IPS. Fraud attacks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 5 Proposed Cloud SCADA System 

 

The flowchart for the proposed system is given bellow: 

Which can be describe as follows; 

- At the begging the system search for a User IP request and then check if it is 

a valid IP address or not and which is repeated sequentially or a valid user. 

- The second step check that the request of the valid user is connected over 

VPN channel or not, if is connected over VPN channel then move to the next 

step; if not, drop the user connection. 

- Next, check the user validation using the firewall system (IPS/IDS), if it is a 

valid user then moved to the next step, 
if
 not, drop the user connection. 

- Then, check the IP No. of the requested RTU; if the requested IP address of 

the RTU is Exist, move to the next step or if it is not Exist, drop the user 

connection. 

- Finally, the Firewall system redirect the user to the requested RTU for 

monitoring and controlling it through the Cloud SCADA system.  
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Fig. 6 Flowchart of the proposed system 

 

5 Remote Terminal Units (RTU) 
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named ESP-12E DEVKIT V2, Arduino with Wi-Fi shield based unit and Raspberry 

pi based unit (RPI).In this case Arduino UNO is used along with an Arduino Wi-Fi 

shield, the system reliability would be lower because it is a composite system. 

Major drawback comparing to others is the cost of the system where the Arduino 

UNO kit with the Wi-Fi shield will cost about five times than ESP12E 

approximately. Raspberry pi 3 is a very good option which is more reliable and is a 
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times more than ESP system.ESP-12E is an UART-Wi-Fi module, with a lower 

price in the trade and ultra-low power consumption technology, designed especially 

for mobile devices and IOT applications [22, 23] and it can be programmed with 

Arduino IDE software. Also, it can directly work as a Server itself or connect to Wi-

Fi and send data to remotely located server with extremely low cost and high 

processing speed about 80 MHz (160MHz maximum). Also, ESP8266-12E is 

among the most integrated Wi-Fi chip in the industry; it integrates the antenna 

switches, power amplifier, low noise receive amplifier, filters, power management 

modules, it requires minimal external circuitry, and the entire solution, including 

front-end module, is designed to occupy minimal PCB area. ESP8266-12E also 

integrates an enhanced version of Tensilica’s L106 Diamond series 32-bit 

processor, with on-chip SRAM, besides the Wi-Fi functionalities. ESP8266EX is 

often integrated with external sensors and other application specific devices through 

its GPIOs; codes for such applications are provided in examples in the SDK. But 

there are few drawbacks such as it has only one Analog and the major drawback is 

its low Wi-Fi range. The following table, Table 1, gives a comparison between all 

of three platforms units in accordance to its cost and drawbacks; 

Table 1 comparison of RTU Units; 

Method Cost (LE) Drawbacks 

ESP12E ≈100 LE Limited No. of ADC, Week  WI-FI signal  

Arduino + 

WI-FI 

≈450LE High cost, lower reliability and need more power 

Raspberry-

PI 

≈1350LE High cost, depends on the SD card, limited No. of GPIO, 

analog I/O through SPI 

Each unit of the Remote Terminal Unit, RTU, was implemented using an ESP 

8266-EXUnits. The above drawbacks of the ESP12E are overcomes as follows; 

- Limitation of ADC channels: this drawback is solved by using an Analog 

Multiplexer, CD4067B or CD4097B, CMOS family which draw a little power, 

this analog multiplexer has 16 input or 8 differential input with a fast switching 

rate which equals 10 to 30 nSec. So, we can expand the ADC of the ESP12E up 

to 16 ADC channels with a little power consumption.   

- Week Wi-Fi signal: this drawback is solved using an external Antenna with the 

ESP12E module which Boost the Wi-Fi signals to be a suitable for our 

application. 

The interfacing to the ESP unit is carried through some of its GPIO’s for monitoring 

and controlling the low level devices. Also, an analog input can be connected 

through the ADC channel of the ESP12E or through the multiplexer input channels 

to the ADC input of the ESP module. Also, analog output can be output through its 

PWM channels, which can be used as analog output by filtering it or used as a 

PWM signal to control the speed of a DC motor or varying the DC output to a 

different DC loads. Multi-Points of the RTU (ESP’s) can be added to the cloud 
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SCADA system, and the MTU of the system can handle all of them for monitoring 

and controlling. 

Also, a PCB card was designed for interfacing the GPIO of the ESP8266-12E 

module and its analog input/output. The schematic circuit for the designed interface 

card and its PCB are shown in Fig. 7 and Fig. 8 respectively. 

   

 

Fig. 7 Schematic circuit for interfacing ESP8266-12E. 

 

Fig. 8 PCB layout for interfacing ESP8266-12E. 

The final interfacing card after soldering the components is shown in Fig. 9 and the 

ESP8266-12E is attached to it as a shield. Pin assignment for the ESP8266-12E 

module is shown in Fig. 10 
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Fig. 9 Final ESP8266-12E interfacing Card. 

 

Fig. 10 Pin assignment for the ESP8266-12E module. 

One of the GPIO’s of the ESP8266EX module was used as PWM output for 

controlling the speed of a permanent magnet DC motor. For driving the armature 

circuit of the DC motor a drive circuit L6203, H-Bridge MOSFET driver, were 

used, which has a Max. Current of 5A and Max. Voltage of 48 Volt DC. The block 

diagram for the driver circuit is shown Fig. 11. Also the schimatic for the driner 

circuit and PCB layout are given in Fig. 12 and Fig. 13 respectively. 
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Fig. 11 Block diagram for L6203 Driver circuit. 

 

Fig. 12 Drive schematic Circuit. 

 

Fig. 13 Drive Circuit PCB layout. 

6 SCADA Server Options 
There are four major server options. Remote desktop connection with local data 

storage, Open Source SCADA software, IOT service provider and Private IOT 

server are considered. 



Mostafa Eltokhy/ Engineering Research Journal 166 (JUN 2020) ELE15-ELE29 

 

ELE26 
 

A. RPI server with local data storage 

In this method remote desktop software like Team Viewer, and Chrome 

Remote desktop has been used to access the client side computer which is the 

easiest one but the security is worth.  

B. Open Source SCADA software 

Here, an existing open source SCADA has been used to develop a suitable 

SCADA using it. The limitations for this approach is that it takes only two 

points per second when showing the data. Security of this system can be 

easily improved by closing all ports and use inside the intranet. So it comes 

to security concerns as highly secured. 

C. IOT service provider 

In IoT based SCADA systems with sensors and actuators, communication is 

based on a separate IP address each connected to a cloud. Most importantly 

this decentralized approach allows sensors and actuators to communicate 

with each other and take their own decisions.  

D. D. Private IOT server 

Though it is easy to implement above methods it will be unsecured to use 

someone else’s IoT cloud or a server. 

Therefore, an open source private IoT server is used. 

In our system, a private server will be used which gives most of the features on the 

local server as well. Most importantly in this method data will be securely handled 

for instantaneously monitoring and control. 

All server options discussed above are compared to each other and tabulated, as 

shown in Table 2, with respect to security, ease of installation, ease of using and 

ease of adding new components. Security, is the main feature we are concerned to 

because of sensitive data monitoring and controlling is our interest.  

As shown the proposed our private server is easy for using, available for adding 

new components and also has high security. 

 

Table 2: Comparison of server options 

SCADA 

server 
Security Installation  Ease of using  

Adding new 

components 

Remote 

desktop 

Connection 

with 

Local data 

storage 

Lower security 
Easy to 

install 
Easy to use  

Need a 

special 

method  

Open SCADA 

software 
High security Medium  

Support some 

protocols  

 

Easy to add 

new 

components  

IOT service 

provider 

 

For most of these server user has to pay after certain data limit 
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Private IOT 

server 

Secured 

because of the 

private server is 

an issue  

Difficult to 

install  

Easy to use 

most of 

variable 

limitations and 

date point 

limitations are 

avoided   

Easy to add 

new 

components. 

(There is no 

need to have 

internet. 

Internet 

would be 

enough) 

Our Private 

IOT server 
High Security  

No need for 

installation 

 

Easy to use 

most of 

variable/ 

instantaneously 

Scalable/Easy 

to add new 

components. 

 

7 Conclusions 

The purpose of this paper was to propose a cost effective, simple, reliable and 

secured Cloud SCADA system.  The proposed Cloud SCADA System based on 

secured nodes was implemented, which connects each other through VPN channel 

“encrypted’’ to ensure the isolation of our system form external attacks. The remote 

terminal unit (RTU) also connected to master terminal unit (MTU) through unit 

encrypted VPN channel, so in our system, when the end user need to connect to 

MTU the firewall of our system protect on MTU from un-recognized end point 

users. Each unit of the Remote Terminal Unit, RTU, was implemented using an 

ESP 8266-EXUnits. The interfacing to the ESP unit is carried through some of its 

GPIO’s for monitoring and controlling the low level devices. Also, an analog input 

can be connected through the ADC channel of the ESP and analog output can be 

output through its PWM channels. Multi-Points of the RTU (ESP’s) can be added to 

the cloud SCADA system, and the MTU of the system can handle all of them for 

monitoring and controlling. Comparing the cost of our system with pervious work, 

its lower than Arduino + WI-FI method by five times and 13 times lower than 

Raspberry-PI method. Also comparing with other server options the proposed server 

is easy for using, available for adding new components and also has high security. 
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